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29. Networ k Programming

Have mor e than thou showest,
Foeak less than thou knowest.
-William Shakespeare

Network programming is aterm of the field that refers to communication-based
programming. Typically, we write a program that makes use of an API that
facilitates communication between one or more processes. Often, the processes
can run on different physical CPUs.

As mentioned in Chapter 15, when there are multiple CPU’ sinvolved with a
computation, we have a concurrent programming environment. We can classify
the type of network programming that we are doing based on itslocation in the
OSl layers.

In this chapter you will learn how the TCP/IP suite can be used to perform
network computing. Y ou will learn:

* The OS| Reference Model

* How to use domain name servers from Java

» How to write aweb server

* How to write a browser

* How to use Javarto set the time from an atomic clock

* How to use Javarto get a stock quote

» How to send instances of classes across the Internet for execution

» How to send mail using Java

29.1 The OSI Reference M odel

Figure 29.1-1 shows a sketch of the OSI reference model.
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Application Layer
(Web browser)

Presentation Layer Physical Layer
(HTTP) (bits)
. DataLink Layer
Session Layer (frames)
I I
Transport Layer Network Layer
(TCP/UDP) (IP)

Figure 29.1-1. The OS| Reference Model

In the physical layer, the basic physical layer data unit is the bit. Issues of how the
bits are transmitted (via various energy modulation techniques) are beyond the scope
of this book.

In the datalink layer, the basic datalink layer data unit isaframe. Theframeis
surrounded by header information (start and stop bits). It also may contain error
correcting or error detecting codes (e.g., parity, or cyclic redundancy check bits). Data
link layer communications transmit data from one point to another. For example, PPP
(Point to Point Protocol) is used by modems.

In the network layer (what some people call, the Internet layer), IP (Internet Protocol)
addresses are use to communicate. The communication can involve routing between
different subnetworks (hence the term inter networking).
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node

O—

net station

Figure 29.1-2. An Internetworking System

Figure 29.1-2 shows a sketch of an internetworking system. The square blocks
represent network stations. The circles represent nodes on the network. The
nodes are able to route internet protocol data units (e.g., packets) to the correct
next node. This distributed routing feature is reserved for the network layer.
Placing asingle |P addressed packet into a shared mediais called a packet data
switched network. Packet switched nets are store and forward nets. A packet is
stored and forwarded at each node along its path. In comparison, a circuit
switched network has a dedicated communication path. For example, a
telephone can have a dedicated path between one hand set and the next.

In the transport layer the services of flow control are performed. While the
network layer routes packets from one node to the next, the TCP (Transmission
Control Protocol) will make sure that the packets arrive in the correct order.
Thus, we can treat the TCP/IP services as a bit-pipe, with bits going in one and
bits coming out at the other, in the correct order.

The session layer is used to open and close connections. The protocol for a
telephone, for example, isto pick up the hand set, wait for the dial tone, dial,
wait for the ringing and the answer, then begin the session. The protocol may
involve alogin, with a password.
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The presentation layer permits data representation consistency. For example, in
the ftp (File Transfer Protocol), carriage returns are mapped to line feeds or line
feeds are mapped to carriage returns, depending on the platform defaults.
Sometimes a presentation layer protocol is used to transport a specific kind of
data. For example, hypertext transfer protocol (HTTP) is used to transport
HTML.

The application layer provides a user interface. For example, a browser, kermit,
ftp, Telnet, etc.

29.2 The Client-Server Paradigm

The client-server paradigm lies at the root of the modern distributed computing
environment. In such amilieu, processing functions reside in different address
spaces (clients or servers). A front-end runs on a client, a back-end runson a
server. A distributed computing environment uses network protocols and
spreads its logic across the server and client. Such a programming technique has
the advantages of improved flexibility, scalability, and extendibility. It can
lower software development cost.

Scalability is accomplished via adding more servers to improve performance.
This leads to load balancing and fault tolerance. Fault tolerance leads to
improved reliability.

29.3 The DnsClass

A domain name is an hierarchical namespace that comes in the form of period
(“.”) delimited identifiers. For example www.docjava.com is a domain name.
Thetop-level domain iscom.
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Domain Name |[Meaning

com commercial organizations

edu educational institutions

gov government institutions

mil military groups

net network support centers

org organizations other than the above
biz Businesses

info Unrestricted use

name For registration by individuals
pro Accountants, lawyers, and physicians
museum Museums

country code |geographic country scheme

Figure 29.3-1. Top-level domains.

Figure 29.3-1 shows alisting of top-level domains. The biz, info, name, pro and
museum are new top-level domains. To learn more about top-level domains, see
<http://www.icann.org/tlds/>. To view the 239 country codes, see
<http://www.din.de/gremien/nas/nabd/iso3166mal/codistpl/en listpl.html>. To
get a country code, you must be on the United Nationslist of countrys. This
number has grown from 51, in 1945 to 189 in year 2000 <http://www.un.org>.

All official domain names end with atop-level domain. Inside anintranet (i.e., a
network not directly tied to the Internet) it is possible to create unofficial

domain names. The domain name owner typically has control over the parts of
the domain name that preceed the top-level domain. For example, DocJava, Inc.
owns the docjava.com domain and controls the www.docjava.com mapping.
This section describes how to perform the mapping between domain names and
addresses using Java. An Internet addressis a period (“.”) delimited set of four
numbers that range from 1 to 254 called dotted decimal notation. For example:
192.168.1.1 isavalid address. A domain name server performs the service of
mapping the domain name to an Internet address. Domain name servers use
protocols that enable them to communicate their results. The DNS class provides
an API that uses these protocols to communicate with domain name servers.

Mapping a machine name into an IP address is the first step toward getting a

connection to a machine. Thisis often done implicitly by many of the classes.
package net;
i mport java. net.*;

public class Dns {
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public static void main(String args[]) {

The Dns class has a single static method called printAddress. It serves as an

example of how to map the machine name into an I P address.
Dns. pri nt Addr ess(" www. docj ava. cont') ;

}
public static void printAddress(String nane) {

try {

The InetAddress class resides in the java.net package. The address that is
returned is often of the form 192.168.1.100 (that is a dotted list of 4 number that

ranges from 1 to 254).
I net Address ia =
I net Addr ess. get ByNanme( nane) ;
byte P[] = ia.getAddress();
for (int index = 0; index < IP.length; index++) {
if (index > 0) Systemout.print(".");

The Oxff mask makes sure that the numbers do not print as negative numbers

when they are converted to int:
Systemout.print(((int)lP[index])&0xff);

}
Systemout. println();

}
catch (UnknownHost Exception e) {

Systemout. println("Feh, that was not a valid nanme!");
}

}
}

29.4 The WebServer Class and Sockets

This section shows how to create a web server for testing with abrowser. The
web server uses a Server Socket instance. A Server Socket providesa
communication end-point that is used to listen for a connection request. During
the listening process, the thread of execution is blocked. The thread becomes
unblocked when arequest comesin. Thus, the Server Socket is 1O bound and
must be used inside of athread.

When communicating using sockets, you need both an IP (Internet Protocol)
address and a port number. The IP addressistypically assigned to the server
and mapped to a machine name. For example, the name www.nsf.gov maps to
the IP address 128.150.4.107. At that address there are open ports, willing to
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accept connections. One of those portsis port 80. Port 80 isawell known port,
used, by default, for web servers.

To understand which services are available at which ports, type:
nore /etc/services

at aUnix prompt. On my Redhat 7.1 system, this file has over 500 lines of
service descriptions. For example:

echo 7/tcp

echo 7/ udp

di scard 9/tcp si nk nul
di scard 9/ udp si nk nul
syst at 11/tcp users
syst at 11/ udp users
dayti me 13/tcp

dayti me 13/ udp

This shows that ping is on port 7, and that the day and time services are on port
13. If aportisaready in use, it isacontention error to try to listen on it. Thus, it
isthe server programmer’sjob to find a free port for their service.

When arequest for a connection is obtained by a server, the server creates a
socket. The socket arranges the data in the transport layer of the OSI reference
model. The data streams in and out, using a connection oriented protocol. The
job of arranging the data-packets that arrive out of order into sequential order
requires a buffer and latency. Also, an algorithm (called Nagle' s algorithm) is
used to improve throughput at a cost of increased latency. The latency is
controllable using the Socket.setTcpNoDelay(true) method.

The following abbreviated listing chops off the import statements. To gain
access to the classes you will have to import java.net.*. Also, the classes of this

chapter are in the net package:
public class WebServer {
public static void main(String args[]){

The main method allows the starting of the web server at any port. Port 80 isthe

default port
WebServer ws = new WebServer (80);
}
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The server socket blocks the main thread of execution, until a connection

request is entered.
WebServer (int port) {

try {
Server Socket ss

= new Server Socket (port);

As soon as a connection request is obtained, we issued the Server Socket.accept
method. This returns an instance of a Socket class. The Socket instance enables

us to have access to input streams and output streams.
while (true) {
startCient(ss.accept());
}

cat ch( Exception e) {
e.printStackTrace();

}
}

For every connection, we start athread. Thus, thisis a multi-threaded web

server.
public void startdient(Socket s)
t hrows | OException {
Cient Thread
ct = new dientThread(s);
Thread t = new Thread(ct);
t.start();

}

The WebServer class forms aframework that is generally correct, no matter
what the protocol is (i.e., we could write any type of server using this
technique). The ClientThread implements Runnable because it is used as an
argument to the Thread constructor. The Socket instance is used for the source
of both the BufferedReader and the PrintWriter. That means that Sockets

provide two-way communications (called full-duplex):
class dientThread inpl enents
Runnabl e {
Socket s;
Buf f er edReader br;
PrintWiter pw;

The http protocol is defined in <http://www.fags.org/rfcs/rfc2068.html>. The
protocol consists of several strings. These are treated as constants in the

program.
public static final String
not FoundString =
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"HTTP/ 1.0 501 Not I npl enent ed\ n"

+"Content-type: text/plain\n\n";
public static final String

okString =

"HTTP/ 1.0 200 OK\n"

+"Content-type: text/htm\n\n";

Given an instance of a Socket the following code shows how to obtain an
InputStream instance and an OutputStream instance. These are going to

transport text information, and so a BufferedReader and PrintWriter are used for

input and output.
Client Thread( Socket _s) {
s = _s;
try{
br =
new Buf f er edReader (
new | nput St r eanReader (
s.getlnputStream()));
pw =
new PrintWiter(
s.getQut put Stream(), true);

}

catch(l Oexception e) {
e.printStackTrace();

}

}

When reading aline of text from the BufferedReader instance, the server
expects to see a series of client commands. There are a series of predefined
Request Methods that are permitted as commands in the http. Our simple server
only supports the GET request. If the GET request is made, we answer by

counting to 10 (avery simple response!).
public void run() {
try {
String line =
br. readLi ne();
StringTokeni zer
st =
new StringTokeni zer (
I'ine);
Systemout.println(line);
i f (st.nextToken().equals("CET"))
[1get AFi |l e(st);
count Tol10();
el se
pw. pri ntl n(not FoundStri ng);
pw. cl ose();
s.cl ose();

}
cat ch(Exception e) {
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}
}

The countTol10 method answers by supplying the http header and a MIME-
TYPE. MIME stands for Multipurpose Internet Mail Extensions. MIME is used
to permit the transport of non-text message bodies viae-mail. It has been
extended to map to a number of different applications. The supplied MIME-
TYPE must be understood by the browser. Every browser is different. Often
browsers have helper applications or plug-ins that assist them in interpreting
data of a specific MIME Type. See
<http://trade.chonbuk.ac.kr/~leedl/rfc/rfc1521.html> for more information about

MIME types.
public void countTolO() {
pw. println("HTTP/ 1.0 200 OX");
pw. println("Content-type: text/plain");

pw. println();
for (int i=0; i < 10; i++)
pw. println("i="+i);

The getAFile method is afirst crack at supplying afileto the client, without first
checking what type thefileis. Thisisabasic text file service. In order to first
determine the file type, we might like to use the SreamSniffer given in Chapter

19.
public void getAFile(StringTokeni zer st)
t hrows Fil eNot FoundExcepti on,
| OException {
pw. println(okString);
String fil eNane
= st. next Token();
pw. println("date="+new java.util.Date());
Buf f er edReader
fil eReader= new
Buf f er edReader ( new
Fi | eReader (
"d:\\wwh \ " +f i | eNanme) ) ;
String fil eLine=null;
whi | eg(
(fileLine =
fil eReader.readLine())
'= null)
pw. println(fileLine);
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To understand the operation of the web server better, use the telnet command to
telnet into port 80 of the web server. Type GET and hit enter twice. Y ou should
get aresponse. Y ou can aso visit the web-server with a browser.

29.5 TheBrowser Classand URLs

In this section we show how to build your very own web browser. Thisis
important because it provides an illustration of a new class called the URL class.
It also shows how you can use the Web as a source of data. The output of the

program, after it visits the <http://www.docjava.com> web pageis:
web browser started
url =http://ww. docj ava. coml
Vector print
<I--This file created 9/26/00 10:05 AM by C aris Hone Page
version 2.0-->
<HTM.>
<HEAD>
<TI TLE>Di st ance Learni ng</ Tl TLE>

..... text deleted for brevity....
</ BODY>
</ HTM.>

The code for the Browser class follows:
package net;
i mport java.io.*;
import java.util.¥*;
i mport java. net.*;

The url is hard coded into the program for demonstration purposes. Thisisa

simple web browser, and so it does not attempt to provide an interface.
public class Browser {
public static void main(String args[]) {
Systemout.println("web browser started");

print(
getUrl ("http://ww. docj ava. con'));
}

The Browser.getUrl method is agenerally useful one that will return a Vector of
all thelinesread from a URL. The getUrl method will block the current thread

of execution, so it might be wiseto put it in athread, if the connection is slow.
public static Vector getUrl (String
_url string) {

try {
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URL url
= new URL( _url String);
Systemout.println("url="
+url);
return
getUrl (url);

}

cat ch(Exception e) {
e.printStackTrace();
return null;

}
}

The getUrl method runsin afor loop until the last lineis read.
public static Vector getUrl(
URL url)
throws | CException {
Vector v = new Vector();
Buf f er edReader br
= new Buf f er edReader (
new | nput St r eanReader (
url.openStream()));
for (String | =br.readLine();
Il '= null;
| =br.readLine())
v. addEl enent (1) ;
return v;

public static void print(Vector v) {
Systemout.println("Vector print");
for (int i=0;i < v.size(); i++)
System out . printl n(
(String)v.elenentAt(i));

Adding a graphic user interface to the browser is a simple matter, particularly
because we already have the HTMLViewer in the gui package.
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I==———————— HimlYiewer=——————HIE

The DocJava.Com Home Pa-| -
«l--This file created 9/26/00 10:05 A4M by Claris |55
Home Page wersion 2.0--»<HTML=<HEAD: <TITLE:D |
istance Learning</TITLE> <META MAME="GENERATO [
S R CONTEMT="Claris Home Page 2.0":  <X-S45-wWIH | &
DO TOP="43" BOTTOM="455" LEFT="5" RIGHT="5]
50":<META NAME="keywords" CONTENT ="digital sig
nal processing java image processing computer netow
rks digital design”™=<MET& MAME="description” CONT
EMT="java, networks, java dsp home, image processi
ngin jawva":<IDOCTYPE HTHML PUBLIC="- /MW 304D
b}f‘ TD" HTML 3="2//EN"> «/HEAD=<BODY BGCOLOR="%
FFFFFF"><FORM ACTION="http:/ #mindit.netmind.com
Sminditshtml” METHOD="POST "> «H2><CENTER: <B>T
he Docdava.Cam Hame Page</B:</CENTER></HZ:<P>«
CEMTER:=by</CENTER=</P»<P><CENTER=><FONT COLD
R="#FF&41D">Professor </FONT»<FOMT COLOR="#F
o || FOA 107 HREF="mailto:NOSPAM_lyon@doc java.co
—| m">Douglaslyon</d=</FONT=<FONT COLOR="*FFG41 =

|"| O DD MFEF PBS «FOMT o ACFRTED s D cADLDES

The DocJava.Com Home Pa

Professor Douglasl yon,Fh.O, ME., B.

N

Figure 29.5-1. The HtmlViewer

Figure 29.5-1 shows an image of the HtmlViewera ong with the rendered

HTML. A small change to the Browser class enables the display:
public static void main(String args[]) {

gui . Htm Viewer hv = new gui.H m Viewer();
String s =

Browser.toString("http://ww. docjava. cont');
hv.setH m (s);
hv. set Text (s);

The new toString class takes the url string and concatenates a large string, with

al the HTML init. Thisisreturned and rendered in the Html Viewer.
public static String toString(String url) {
Vector v = getUrl (url);
String s="\n";

for (int i=0; i < v.size(); i++)
s =s + v.elementAt(i);
return s;

}

29.6 The Quote Class

Based on our work with the Browser class, it isasimple feature to get a stock
guote from the Internet. The hard part of the program is to know whereto go to

get the stock quotes. Try typing the following URL :

<http://quote. yahoo. com downl oad/ j avasoft. beans?SYMBOLS=aapl &
f or mat =sl >
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The output is:

Copyright 2001, DocJava, Inc.

"AAPL", 22.70,"7/9/2001", " 4: 00PM', +0. 67, 22. 09, 23, 21. 68, 6026200

To formulate these URL’ s to communicate with the yahoo service, we use the

Quoteclass:

package net;
i mport java.
i mport java.
i mport java.
i mport java.
i mport java.
i mport java.
i mport java.
i mport java.
i mport java.

util . Vector;
util.StringTokeni zer;
util . Date;

i 0.1 nput StreanReader;
i 0. Buf f er edReader ;

i 0.1 OException;

net . URL;

aw . *;

awm . event . *;

public class Quote {
public static void main(String args[]) {

First, we need alist of valid symbols of trading stocks. These symbols can be

NYSE, AMEX or NASDAQ:
Vector s = new Vector();
. addEl emrent ("aapl ") ;
. addEl erment (" x| nx");
. addEl emrent ("al tr");
. addEl erent ("not ") ;
. addEl emrent ("cy");

. addEl ermrent ("sfa");
. addEl enment (" adbe");
. addEl emrent ("nsft");
. addEl errent ("sunw') ;
rowser. print(
Browser. get Url (makeQuot eURLStri ng(s)));

}

s
s
s
s
s
s. addEl emrent ("crus");
s
s
s
s
B

The heart of the program is the makeQuoteURLSring, which iterates through
each symbol, creating comma separated elements (i.e.,

“SYMBOL S=aapl,ibm...”):
public static String nmakeQuot eURLStr| ng(Vector synbols) {

String
for(int

synbol sString = ""
i =0; i <synbo|s size(); i++) {

String synbol (String)synbols. eI emantAt(l)
synbol sString +_((| =0 2 "," ")
+ synbol . t oUpper Case() ;

}

return

“http://quote.yahoo.com downl oad/j avasoft. beans?SYMBOL

S="
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+ synbol sString
+ "&f ormat =sl ";
}
}

The output of the program follows:

url =http://quot e. yahoo. com downl oad/ j avasoft. beans?SYMBOLS=AA
PL, XLNX, ALTR, MOT, CY, CRUS, SFA, ADBE, MSFT, SUNW&f or mat =s

Vector print

"AAPL", 22.70,"7/9/2001", " 4: OOPM', +0. 67, 22. 09, 23, 21. 68, 6026200

"XLNX", 37.45,"7/9/2001", " 4: 00PM', -
0. 21, 37. 80, 38. 43, 36. 65, 4993600

"ALTR', 27.28,"7/9/2001", "4: 00OPM', +0. 67, 26. 65, 27. 71, 26. 40, 4731
500

"MOT", 15. 37,"7/9/2001", "4: 00PM', 0. 00, 15. 21, 15. 79, 15. 04, 959150
0

"CY", 21.34,"7/9/2001", "4: 01PM', -
0.44,21. 08, 21. 93, 21. 08, 1390400

"CRUS", 25. 14, "7/9/2001", "4: 00PM', +0. 89, 24. 35, 25. 34, 24. 16, 1168

000

"SFA", 42.36,"7/9/2001", "4: 01PM', +0. 76, 42. 28, 43. 30, 42. 02, 24569
00

"ADBE", 43. 98, "7/9/2001", "4: 00PM', +0. 62, 43. 02, 44. 20, 42. 88, 4681
300

"MSFT", 65. 69, "7/9/2001", " 4: 00PM', -
0. 37, 66. 20, 66. 91, 65. 04, 33238500

"SUNW , 14. 82, "7/9/2001", "4: 00PM', +1. 14, 14. 18, 14. 95, 13. 97, 4334
4900

29.7 The AtomicClock Class

The AtomicClock class uses an atomic clock to get, and set, the time. Port 13 is

awell known port for getting the day and time. As an experiment, try typing:
telnet tine-A timefreq.bldrdoc. gov 13

Under Unix you get:
Trying 132.163.4.101. ..

Connected to tine-A tinmefreq. bl drdoc. gov.
Escape character is '"]'.

After afew carriage returns, the timeis printed:
52100 01-07-10 09:52:54 50 0 0 515.2 UTC(NI ST) *

Then the connection is closed. In this section we open a socket to the atomic
clock server, parse the response and then set our system clock to the time.
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To set up the program to set the systems time, place the following linesin afile

called d:\Java\Get Time\SetSysTime.bat:

REM This batch file sets the systemtine to the val ue input
on the comand |ine

time=%

We will invoke this from Java (the setting part of the code only works under

Windows, but the code runs and executes on any platform).
package net;
/**

Cl ass: Get Ti meConsol e

@ut hor: Janes Linn, D. Lyon

* %k X

*

Date: 1/20/2001
Time: 11:14:12 PM
/

*

*

i mport java.text.*;
i mport java. net.*;
i mport java.io.*;

import java.util.¥*;

public class Atom cC ock {

The time server will take an unknown amount of time to respond, viathe

Internet. As aresult, we will not be able to know the time with great precision:
public static BufferedReader getReader()
t hrows UnknownHost Exception, | OException {
Socket s=new Socket ("ti nme-
A. timefreq. bl drdoc. gov", 13);
return new BufferedReader (
new | nput St r eanReader (s. getl nput Stream()));

}

The following code sets the time using the SetSysTime.bat file described above.
If you are a non-windows machine, this code will not work. However, you can

still invokeit!

public static void setSystenli ne(G egori anCal endar c)
throws | CException {

/1l Now set the computer to this tine:
Runtinme rt = Runtine.getRuntine();
StringTokeni zer st = new StringTokeni zer (
c.getTime().toString(), " ");
for(int i=0;i<3;i++)

st. next Token();

String[] execArgArray=new String[2];

execArgArray[ 0] ="d:\\Java\\ Get Ti ne\\ Set SysTi ne. bat";
execAr gArray[ 1] =st. next Token();
rt.exec(execArgArray);
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The following method takes the return from the time server and parsesit into an

instance of a GregoianCalendar class.
public static G egorianCal endar parseDate(String |ine)

StringTokeni zer sTok=new StringTokeni zer(line," ");
sTok. next Token(); /'l Get # at the beginning,
what ever it represents
String sDat e=sTok. next Token();

String sTi ne=sTok. next Token();

Si npl eDat eFor mat df =new Si npl eDat eFor mat ("yy- M dd
hh: mm ss");

df . set Ti meZone( Ti neZone. get Ti meZone(" GMI") ) ;

G egori anCal endar cal =new Gregori anCal endar () ;

cal . set Ti neZone( Ti meZone. get Ti neZone(" GMI™));

try {
cal . setTi ne(df. parse(sDate+" "+sTine));

cat ch(ParseException e) {
System out . println(e. get Message());
}

Systemout.printlin(cal.getTine());
return cal

}

If the batch file method of setting the system time is unsuitable for your
computer, thisis the place to change it. The setSystemTime invocation can be
replaced with something compatible for your system. Java has no way to set the
system clock inits core API. A native method could be used for this application.
Also, on some systems (i.e., Unix, NT Server, etc.) the setting of the system
clock is privileged.

public static void processLine(String s)
t hrows | OException {
if (s.length() == 0) return;
Systemout. println(s);
set Syst enTi ne( par seDat e(s));
sl eep();

}

Thisisthe primary loop of the program. We keep reading lines until there are no
more lines to read. Seep is needed or else we tend to get time-outsin the

connection.
public static void getTinme()
t hrows UnknownHost Excepti on, | OException {
Buf f eredReader in = get Reader();
String s = null;
whi l e((s=in.readLine())!=null)
processLi ne(s);

public static void sleep() {

try {
Thr ead. sl eep(5000);
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/] Gves tine to read nsg

catch(InterruptedException ie) {

}
}
public static void main(String[] args) {
try {
At omi cCl ock. get Ti me();
}
catch(Exception e) {
e.printStackTrace();
}
}

}

The program output follows:
52100 01-07-10 10:52:48 50 0 0 354.1 UTC(NI ST) *
Tue Jul 10 06:52:48 EDT 2001

29.8 Object Oriented Services

In this section we show how to use sockets to pass instances of classes across
the network. The primary advantage is that a strongly typed object can be
passed. This eliminates the need for parsing (like we saw in Section 29.7). It
also provides for remote invocation of methods, thus enabling true concurrency.

Another feature of the code in this section is that the server and client are
communicating via sockets, but both reside in the same virtual machine. This
has the effect of simplifying set-up and test of concurrent programming systems.
It istypically much easier to debug a client-server computing system if you take

a single-computer multi-threaded approach for debugging. For example:
package net;

i mport java. net.*;
i mport java.io.*;
i mport java.util.Date;

Our MainServer class serves as a mediator that launches both the server Thread
and the date client. Because the system runs so quickly, arace-condition occurs
if we start the server and then the client right away. That is because it takes time
to set up the Server Socket. A race-condition is atransiently inconsistent state
that occurs because we did not incoporate a notification call back to notify us
when the Server Socket isin place. Asaresult, we incoporate a 1000 ms (1
second) wait after we launch the sever thread:
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public class MiinServer inplenents Runnabl e {
public static void main(String args[]) {
Thread server Thread = new Thread(new Mi nServer());
server Thread. start ();

try {
Thr ead. sl eep(1000);

} catch(InterruptedException e) {

Now that the server is awake, we can test the server:
DateClient dc = new DateCient();
dc. run();
dc.run();
dc.run();

}

The MainServer starts anew DateServer thread every time it gets a connection.
In thisway, it should be unlikely for any dateClient to be denied access, since

there is always a Server Socket instance accepting connections:
public void run() {

try {
Server Socket ss =

new Server Socket (13);
while (true) {
Systemout. println("waiting");
Socket socket = ss.accept();
Dat eServer ds =
new Dat eSer ver (socket);
ds.start();

}

}

catch(| Oexception e) {
e.printStackTrace();

}

}
}

The DateServer runsin its own thread, serving the requests of the DateClient:
package net;

i mport java. net.*;
i mport java.io.*;
import java.util.Date,;

The DateServer has an instance of the ObjectOutputSream class. Thisis used to

write instances of reference types that implement Serializable:
public class DateServer extends Thread {
oj ect Qut put St r eam 00s;

publ i c DateServer (Socket s)
t hrows | OException {
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00s =
new Cbj ect Qut put St ream(
s.getQut put Stream));

}

By writing an instance of the Date to the ObjectOutputStream instance, we pass
afull reference data type across the socket. Thisis better than aremote

procedure call, because the instance and its implementation are passed:
public void run() {
try {
00s. writeQbject(new Date());
00s. cl ose();

catch(l Oexception e) {
e.printStackTrace();
}
}
}

Now we present the DateClient. The communication is based on our fore-
knowledge about the type of instance that we expect from the server. The host
name localhost and the port 13 may need to be changed if you want the program
to work on two different machines. Port 13 istypically a day-time port used by

Unix.
package net;

import java.util. Date,;
i mport java. net.*;
i mport java.io.*;
public class Datedient inplenments Runnabl e {
public void run() {
try {
Socket s
= new Socket ("l ocal host", 13);

When an instance is read from an ObjectlnputSream instance, it comesin asa
reference of type Object. We use instanceof to make sure that athe instanceisa

Date, before we cast it.
oj ect | nput St ream
oi s = new bj ect | nput St rean
s.getl nput Stream());
hj ect o =ois.readMject();
if (o instanceof Date)
System out. printl n((Date)o);
oi s.close();

}
cat ch(Exception e) {
e.printStackTrace();

}
}
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29.9 The Compute Server

This section shows how to perform full-duplex (i.e., two-way) communication
between the client and the server so that computations can be performed.
Ideally, we should only have to set up our computation server once. After
configuration, it becomes a network resource that permits anyone who has
access to our network to access the compute server(s). The stepsinvolved in the
distributed computation are as follows:

On the server:
1. Read an instance of the ComputableObject
2. Perform the computation
3. Send back the answer.

On the client:
1. Send an instance of the ComputableObject
2. Get back an instance of the answer.
3. Process the answer.

The computation server must be multi-threaded (just like aweb server) so that it
will not block during computations. The client must be able to stop and wait for

an answer so that functionslike:
a = f(x);

will execute atomically. In order to minimize the configuration problems, we

propose an interface that every ComputableObject implements:
package net;

import java.io.*;

public interface Conputabl eCbject extends Serializable {
public Object compute();
}

An example implementation follows:
package net;

public class ConputeM inpl enents Conputabl etbj ect {

public Object conpute() {
return new | nteger(4*4+3);
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}

In order to stress test our system, we would like to create several computation

clients. In order to accomplish this, we make the ComputeClient Runnable:
package net;

i mport java. net.*;
i mport java.io.*;

public class Conputedient inplenents
Runnabl e {
public void run() {

try {

The hostname and port number will likely change, as you move the server from
one platform to another. Here we simulate concurrency, using a multi-threaded

arrangement:
Socket s
= new Socket ("l ocal host",
13);
hj ect | nput St ream
ois =
new Obj ect | nput St r ean(
s.getl nput Stream());
hj ect Qut put St ream
00s =
new Obj ect Qut put St r ean
s.getQut put Stream));

Submit the job for computation:
oos. witeCbject(new ConputeMe());

Get back the answer:
hj ect o0=0i s. readObj ect();

Reading the object from the socket can block the current thread of execution. As

aresult, it may be desirable to launch the clientsin a thread.
Systemout. println(o);
oi s.close();
00s. cl ose();

}
catch(Exception e) {
e.printStackTrace();

}
}
}

On the server side, we run a server thread that launches a new thread every time
aconnection is accepted on the SocketServer instance.

Javafor Programmers Page 533 August 23, 2001



D. Lyon Copyright 2001, DocJava, Inc.

package net;

i mport java.net.*;
i mport java.io.*;
import java.util. Date,;

public class ConputeServer inplenments Runnabl e {
public static void main(String args[]) {
Thread server Thread = new Thread(new Conput eServer());
server Thread. start();

A small pause is required when starting a SocketServer, since the accept method

isinvoked within athread:

try {
Thr ead. sl eep(1000) ;

} catch(InterruptedException e) {

}

ConputeCient cc = new ConputeCdient();
cc.run();

cc.run();

cc.run();

}
public void run() {

try {
Server Socket ss =

new Server Socket (13);
while (true) {
Systemout.println("waiting");

A new ComputeThread is used to handle the computation for each new client

that requests a connection:
Socket socket = ss.accept();
Conput eThread ct =
new Conput eThr ead( socket) ;
ct.start();

}

}
catch(l Oexception e) {
e.printStackTrace();

}
}
}

In summary, we have a framework for developing concurrent computation,
distrbuted over a network of workstations. However, the implementation of the
methods must be known to both the client and the server. Needing to know both
of these elements, in advance, requires that the classes be loaded before
instances of the classes are transmitted. | call this the class configuration
problem.
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29.10 Solving the Class Configuration Problem

This section defines and suggests solutions for the class configuration problem.
The code in this section is experimental and not 100% reliable. Thisis
particularly true because it has not been tested on many platforms, with different
virtual machines.

When aclassisloaded (even by the loader of this section) the definition verifies
the byte codes before installation. Thus, all method names and signatures are
valid, field names and signatures are valid, no final methods of classes are being
overridden. That isall you get! A verified class can do damage. To prevent this
damage you need to make an instance of the SecurityManager (atopic that is
beyond the scope of this chapter).

We are given aclient that has an implementation of a computation to be
remotely computed. The implementation residesin a classfilethat islocal to the
client. When we invoke the computation on a remote server, we get a
ClassNotFoundException. Thus, we need to find away to provide the class files
to the remote computation server, so that implementations are up to date.

There are several ways in which this can be accomplished. Since the classfiles
are located locally, on the client’ s disk, we could search for them in the class
path, just the way the systems’' class |oader does. If that fails, you can prompt
the user for help locating the classfile. Our approach isto locate the classin the
present directory (rather than perform a search through the zip and jar files).
Then if that fails, we prompt the user. The entire RemoteClassLoader is
declared as Serializable so that the byte codes that define a class can be
reloaded. The process of reloading a class isimportant because the class

implementation is likely to change, while the compute server is running.

package net;

i mport java.io.*;

i mport java.net.*;

import java.util.*;

import futils.*;

/**
pass an instance of this via an Object Qutput Stream
instance to the renpote host and invoke rel oad().
That will redefine the class.

*/
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The RemoteClassLoader is constructed on the client, serialized, then transmitted
to the server. In thisway, al the serverswill get an update on the byte codes.
This adds overhead and latency to the processing time, but it eases the

configuration problem that occurs when implementations change.
public cl ass RenoteCd assLoader
extends C assLoader inplenents Serializable {

The className often includes a package name. Thisis generally a part of the

path that is used to search for thefile.
String cl assNane;

The byteCodes in the file are to be loaded into the class. Most of the pain in this
program is spent in trying to locate the byte codes for aclass. | have no idea

why Sun does not make this easier. After al, the classis already |oaded!
byt e byt eCodes|[];

Cl assLoader | oader;

public static RenoteCd assLoader
get Renot e assLoader (hj ect 0) {
try {
return new
Renot eCl assLoader (0) ;

}

cat ch(|1 Oexception e) {
Systemout. println("Could not nake instance");
e.printStackTrace();
return null;

}
}

The following printPath will show all the paths defined in the environment. A
better implementation would search all the jar and zip files, looking for the class
definition:
public static void printPath() {
String path = System get Property("java.cl ass. path");
String sep = System get Property("path. separator");
StringTokeni zer st = new StringTokeni zer (path, sep);

whi | e(st. hasMor eEl enent s())
System out . printl n(st. next Token());
}

/1 strip package nane and
/1 add the .class suffix

The getFileName isreally the heart of the program. First we substitute the “.”
for the path separator, then we add the “.class” suffix. If that does not work, we

ask the user for help. If the user can’t find the file, we are sunk!
private String getFil eName() {
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String sep = System get Property("path. separator");
if (classNane.indexOf(".") < 0)
return className + ".class"
return
gui . Repl aceStri ng. sub(cl assNane, ". ", sep)
+ ".class";

}

This getClassFile method really should be more robust. It needs to check the jar

and zip files.

private File getdassFile() {
File f = new File(getFileNarme());
if (f.exists()) return f;
/1 lets play find the file..
printPath();
return

Futil.get ReadFil e(get Fi | eNane()
+ " not found, please help nme find it!");

publ i ¢ RenoteC assLoader (Obj ect 0) throws | OException {
Class ¢ = o.getd ass();
cl assNane = c. get Nanme();
| oader = c.getd assLoader ();

if (loader == null)
Systemout.println("Default system class | oader");
el se

System out . printl n(l oader);
File f = getC assFile();
Systemout.printin("file="+f);
FilelnputStreamfis =
new Fil el nput Strean(f);
byt eCodes = new byte[fis.avail able()];
fis.read(byteCodes);
fis.close();
System out. printl n("#bytes="+byt eCodes. | engt h);

}

If you can ever find a better way to get the byte codes of aclass, thisisthe

constructor to use:
publ i c RenoteC assLoader(String cn, byte bc[]) {
cl assNane cn;
byt eCodes bc;
}
public void loadlt() {
| oadd ass(cl assNanme, true);

}

On the server, we invoke reload in order to get afresh copy of the byte codes

for definining the class.
public void reload() {
/1 force the class to be rel oaded,
/1 in case it has changed.
G ass c= defined ass(
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cl assNane, byteCodes, 0, byteCodes.|ength);
System out. println("resol ving:"+cl assNane) ;
resol ved ass(c);

}

Since loadClassis required by the super class, we define it. However,
RemoteClassLoader instances typically don’t need it. They use reload which

forces areloading of the byte codes.
protected synchroni zed C ass | oadd ass(String s,
bool ean b) {
C ass cl = findLoadedd ass(s);
try {
if (cl == null) [/ not in cache!
return findSystenC ass(s);

}
cat ch(C assNot FoundException e) {
}
System out. println("defining:"+s);
G ass c= defined ass(
cl assNane, byteCodes, 0, byteCodes.|ength);
System out. println("resol ving:"+cl assNane) ;
if (c !'=null & b) resolved ass(c);
return c;

}

public static void main(String args[]) {
Renot ed asslLoader
rcl = Renpt ed asslLoader. get Renpt eC assLoader (
new Conput eMe());
rcl.reload();

}
}

29.11 Sending E-mail using SMTP

In this section we assume that we are communicating with a mail server using
SMTP (Simple Mail Transfer Protocol). This uses a communication protocol
that is specified in RFC 822 <http://sunsite.dk/RFC/rfc/rfc822.ntml>. The
SMTP serverstypically appear on port 25 of amail server machine. The easiest
way to understand the protocol isto simulate it, by hand, using telnet. What
followsisarecord of atelnet session with amail server. | used bold to indicate
the part that | typed.

www. docj ava. con{| yon} 215: tel net |ocal host 25

Trying 127.0.0.1..

Connected to | ocal host. | ocal donai n.

Escape character is '"]'.

220 ww. docj ava. com ESMIP Tue, 17 Jul 2001 21:37:20 -0400

HELO LYON

250 www. docj ava. com Hel I o | ocal host . | ocal domain [127.0.0. 1],
pl eased to nmeet you
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MAI L FROM | yon@locj ava. com

250 2.1.0 I yon@locjava.com .. Sender ok

RCPT TO |yon@ocjava. com

250 2.1.5 |l yon@locj ava. com .. Recipi ent ok

DATA

354 Enter mail, end with "." on a line by itself
This is some nail

é50 2.0.0 f6l11cHUL0938 Message accepted for delivery

Asyou can see, thereis avery simple, text-based, protocol for sending mail to a

mail server. After typing the above, | got some mail:
Date: Tue, 17 Jul 2001 21:38:34 -0400
From "D. Lyon" <lyon@locjava. comnmp
St at us:

This is some mil

The following code shows how to emulate the above session using socketsin a

Java program:
package net;

i mport java. net.*;
i mport java.io.*;

The Smtp class is multi-threaded, so we implement Runnable:
public class Smtp inplenents Runnable {

String recipientEmail = null;
String senderEmail = null;
String serverHostNanme = nul|;
String nessage = nul | ;

int sntpPort = 25;

The socket will be used for both input from and output to the mail server:
Socket socket;

The output stream will be promoted to a PrintWriter instance.
PrintWiter pw

The input stream will be promoted to a BufferedReader instance.
Buf f er edReader br;
| net Addr ess i a;
| net Address |ina;

Thread thread = new Thread(this);
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The emailLyon method will send mail to me, using an |P address that islocal to
the www.docjava.com site. Y ou will want to write your own emailUser method,

using alocal mail server:
public void email Lyon(String nsg) {
emai | (nsq,
"192.168. 1. 95",
"l yon@locj ava. cont',
"l yon@locj ava. cont') ;

}

The more general email method will typically be used to send mail. It is mult-

threaded:
public void email (String nsg,
String server Host Nane,
String recipientEmil,
String senderEmail) {
set Sender Emai | (sender Email);
set Reci pi ent Emai | (recipientEmail);
set Mai | Ser ver Host Nane ( server Host Nane) ;
set Message (nsQ);
thread.start();

}

When the thread starts to run the message will actually be sent. Until the
message is done, the parameters of the message should not be altered.

public void run() {

try {
send();

}

catch (1 OException e) {
e.printStackTrace();

}

public void start() {
thread.start();

}
public void send() throws | CException {
socket =
new Socket (server Host Nane, sntpPort);
try {

i a = socket. getlnet Address();
lina = ia.getlLocal Host();

pw = new
PrintWiter(socket.getQutputStream));
br = new Buff eredReader (
new | nput St r eanReader (
socket . get | nput Streamn()

)

Javafor Programmers Page 540 August 23, 2001



D. Lyon Copyright 2001, DocJava, Inc.

What follows is an implementation of the SMTP protocol:
sendline("HELO " + lina.toString());
sendline("MAIL FROM " + senderEnmil);
sendline("RCPT TO" + recipientEmil);
sendl i ne(" DATA");
sendl i ne( nessage) ;
sendline(".");

} catch (Exception c) {
socket . cl ose();
Systemout.println (
"Error; nmessage send failed:\n "
+ c. get Message());

socket . cl ose();

}

After we send aline to the SMTP server, we have to read back the reply:
void sendline(String data) throws | OException {
pw. printl n(data);
pw. fl ush();
String s = br.readLi ne();
Systemout.println("sendline in:" + s);

public void set Message (String nsg) {
nessage = NnsgQ;

}

public void setSenderEmail (String email) {
senderEmai |l = emil;

}

public void setRecipientEmail (String email) {
reci pientEmail = enmail;

}

public void setMil Server Host Name (String host) {
server Host Nanme = host;

}

Asyou can see from the main the SendMail classis easy to use:
public static void main(String args[] ) {
Smtp sm= new Sntp ();
smenailLyon("This is a test!!");
System out . printl n(
"Thread was started to send an email");
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29.12 Summary

In this chapter we introduced the notion of using low-level, application specific
protocols to perform a specific service on the Internet. The layered networking
concept was introduced and a TCP/IP suite of classes were used to perform
network programming.

We created ssmple DNS client, aweb server and a ssimple browser, all based on
the TCP/IP suite. We also showed how to create a stock quote program, able to
get alist of stock quotes and a clock client, able to set the computers’ clock. We
also used the TCP/IP suite to send mail.

We even show how to used the TCP/IP suite and object serialization to send
instances of classes across the network. This enabled a kind of remote execution
that has become popular with the advent of NOWS (Networks Of
Workstations). In fact, such low-cost approaches to parallel computing have
become so popular that the more expensive, special-purpose parallel machine
have almost totally fallen out of vogue (though this may change).

In later chapters we will show how these techniques can be extended to create a
set of server-side Java programs with distributed computing abilities.

29.13 Exercises

1. Modify the DateClient class to use compressed streams (like Chapter 19
does).

2. Modify the RemoteClassLoader to search for classesin all the directories, jar
filesand zip files, in order to locate the byte codes for a class.

3. The AutoServer and AutoClient classes come with the book software. Set
them up to work remotely. Alter the implementation for the Computabl eObject.
Doesit work? If not, why not.

4. Alter the RemoteClassLoader to transfer the class file from the client to the
server. Store the file in the correct path on the server. Then load the file using
Class.forName. Does that work more reliably? Why? Hint: you will have to

force the reloading of the classfiles. For that you will need afile class |oader,
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described in
<http://devel oper.java.sun.com/devel oper/onlineT raining/Security/Fundamental

s/magercises/ClassL oader/sol ution.html>

5. Test the RemoteClassLoader on two different computers with different virtual
machines. Does it work reliably? Why?

6. Write aweb-server that serves up the class files needed remotely. Use
java.rmi.server . RMIClassLoader (url) to load the classes. Use serialization to
provide the URL +class hame to the remote class |oader so that it can find the
classfilein question. Did you have any security problems?

7. Build your own network class loader. A sample implementation follows:
cl ass Networ kCl assLoader extends Cl assLoader {
String host;
int port;

public dass findd ass(String nanme) {
byte[] b = | oadd assDat a( nane);
return defined ass(name, b, 0, b.length);

}

private byte[] |oadd assData(String nane) {
/'l load the class data fromthe connection

}

8. Write aprogram to create a CSV type file of vendor addresses. How will you
parse the HTML? Hint: the Swing API already has the ability to parse HTML.

The following code may help you get a start:

package net;
import java.util.Vector;

/**
VendorList allows you to save a |ist of
vendors to a file. The list comes from
Yel | owPages. com
*/
public class VendorlList {
/1 a Typical search URL is:
String url = "http://ww.yel | owpages. com’ "
+ "asp/ sear ch/ Sear chf orm asp?"
" Cat egor yl Ds=&Cat egor yPat h=&"
"Resul t St art =1&Resul t Count =2000&"
"NameOnl y=YES&TypeOnl y=&Sear chRel ati on=&"
" BNane=conput er &Sear chiMet hod=&Sear chMet hod="
" &Sear chMet hod=&Sear chBy=NAME&st at e=CT&Ci t y=";
public Vector getCsv() {

++ + + +
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Vector raw = Browser.getUrl (url);
return toAddressList(raw);

public static Vector toAddressList(Vector in) {
Vector out = new Vector();
//search for addresses
for (int i=0; i <in.size();i++) {
String s = (String)in.elenentAt(i);
i f (contains(s, "Phone:"))
out . addEl enent (get Address(in,i));

}
return out;

}

public static boolean contains(String sl1, String s2) {
return sl.lastlndexCOf(sl) !'= -1;

}

public static String get Address(Vector v, int i) {
String s = "";
try {
for (int j=-3; j <0; j++) {

s =s +"," +#(String)v.elenentAt(j+i);

}
}catch(Exception e) {}
return s;

public static String vector2String(Vector raw) {

String s =" ";
for (int i=0; i < rawsize();i++)
s =s + raw el enment At (i);
return s;
}
public static void main(String args[]) {
Vendor Li st vl = new VendorList();
Browser. print(vl.getCsv());
}

}

9. Write a program that gets the byte codes for a class by using the
Class.getResour cesAsStream method. Pass the class name in by using the

Class.getName method. For example:
public static byte[] getByteCodes(Object 0) throws
| OException {
Class ¢ = o.getd ass();
Input Streamis = c.get ResourceAsStreamn(c. get Name());
[l... add nore code here

}

How else can you get the byte codes for an Object?

10. Write a program that will parse the return output and place it into classes
that break the values down into primitive data types. Using a SringTokenizer
that uses comma and quote as delimiters. For example:
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StringTokeni zer t = new StringTokenizer(line, ",\"");
Systemout. println(line);

String synbol = t.nextToken();
doubl e price = Doubl e. val ued (t. next Token()). doubl eVval ue();

t. next Token();

Date date = new Date();
t. next Token();

Dat e | ast Trade = date;

doubl e change = Doubl e. val ueO (t. next Token()) . doubl eVal ue();
doubl e open = Doubl e. val ue¥ (t. next Token() ). doubl eVal ue();

doubl e bid = Doubl e. val uet (t. next Token()). doubl eVal ue();
doubl e ask = Doubl e. val ueOr (t. next Token()). doubl eVal ue();
int volume = Integer.val ueOf (t.next Token()).intVal ue();

Have your program return alist of these quotes.

11. Modify the program in exercise 10 so that the quotes scroll across the screen
on aticker.

12. Modify the program in exercise 11 to add a swing interface so that people
can add symbols to their stock listing and save them to afile.
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